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Abstract

The Naval Postgraduate School Center for Information Systems Security
(INFOSEC) Studies and Research (NPS CISR) has developed an instructional
program in computer security. Its objective is to insure that students not only
understand practical aspects of computer security associated with current
technology, but also learn the fundamental principles that can be applied to the
development of systems for which high confidence in policy enforcement can be
achieved. Introduction to Computer Security, the cornerstone course for our
program, is described here.

1 Introduction

Twenty-five years ago, computers were still largely monolithic mainframes, physically isolated
from cyber-predators and closely tended by dedicated staffs of technical and administrative
personnel. Even then, when computers were the domain of scientists and engineers, the need for
computer security was recognized [22] and programs to achieve it pursued, e.g. [23].

Now society’s relationship with the computer has changed dramatically. Computers are
everywhere: in our tools and appliances, in our homes, schools and offices. They are used to
manage our money and all phases of commercial enterprise. The evolution of techniques with
which to download executable content either for work or entertainment from remote systems
provides powerful mechanisms that tie together the far corners of the world as never before. Now
computer security is no longer an esoteric subject discussed by a small group of academics and
system administrators, but a topic that must be appreciated by all citizens of the information age.
The education of computer security professionals is critical to the support of personal, corporate,
and government information systems security objectives.

Over the past six years, at the Naval Postgraduate School (NPS), we have developed a program in
INFOSEC education. This effort is under the umbrella of the Naval Postgraduate School Center
for Information Systems Security Studies and Research and Research (NPS CISR). A cornerstone
of the educational program offered by NPS CISR is the introductory course in computer security
that we have developed. This report is intended to provide background regarding the rationale for
the course’s content and a detailed description of the course itself.
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2 Background

2.1 Computer Science at NPS

The INFOSEC education program at NPS is part of the Computer Science Curriculum. In the
two-year, eight-quarter Masters degree program, students are required to demonstrate competence
in a core curriculum of traditional computer science courses. Many entering students have no
prior education in computer science. They must cover the fundamentals of computer science
which include the theory of formal languages, computer systems principles, object-oriented
programming, data structures, artificial intelligence, operating systems, software methodology,
database systems, computer communications and networks, computer graphics or interactive
computation, computer security, and the design and analysis of algorithms.

To allow for specialization in a variety of areas, the core curriculum is enhanced with tracks in the
following areas: software engineering; artificial intelligence and robotics; database and data
engineering; computer graphics and visual simulation; computer systems and architecture; and
computer security.

Each student’s course of study is capped by a written thesis, most often based on research directed
by a faculty member in the student’s chosen specialization track. This work must be conducted
during the sixth through eighth quarters in conjunction with classes. Thesis research allows
students to be involved in work addressing an unsolved problem, usually within the framework of
the U.S. Department of Defense (DoD) or U.S. Government; it enhances both their oral and
written presentation skills, and it hones their critical thinking abilities. In many cases students
start thesis research prior to the sixth quarter.

2.2NPSCISR

The computer security track was established in 1991 to address the growing need for INFOSEC
education of U.S. military officers. First, a two-course sequence in INFOSEC was offered: an
introductory course and an advanced topics course. In 1994 the track was expanded and new
INFOSEC courses were added to the Computer Science Curriculum.

With the encouragement of sponsors, the Naval Postgraduate School Center for INFOSEC
Studies and Research was officially established in October 1996. Today, NPS CISR involves the
research of eight faculty and staff members, nine thesis students, and approximately 150 students
participating in classes and laboratory work annually. Students in Computer Science, Information
Technology Management, and Information Warfare curricula all take courses in computer
security.

NPS CISR serves the INFOSEC research and education needs of DoD/DoN in the following
primary areas.

» Curriculum deelopment ensures that a coherent and comprefeepisoagram in INFOSEC
foundations and technology is presented at theeusity and postgraduatevids.

» Development of the INFOSEC andukted Systems Laboratory supports the INFOSEC teach-
ing and research programs at NPS.

» Faculty deelopment fosters the insertion of INFOSEC concepts at appropriate points in gen-
eral computer science courses anaives interestedaculty members in leading-edge
INFOSEC research problems.



» A Visiting Professor program which brings INFOSE®@erts to NPS to &r courses and
encage in research witta€ulty and students.

* An Invited Lecture series injects commercial and militaryvaatee into the NPS CISR agti
ties.

* An academic outreach program permits other non-CISR academic institutions to benefit from
the INFOSEC education and researchettgpments at NPS.

* An effort to insure that NPS CISR graduates are identified so that xipeirtise can be applied
to the wide wariety of INFOSEC challenges in DoD and U.Sv&moment.

» Research, focusing on INFOSEC problems, with emphasis on those of DoN, DoD, and U.S.
Government.

2.3INFOSEC Curriculum

The curriculum for the INFOSEC track has been designed to meet the following general
objectives:

» To provide courses for both ganing and adanced students,
» To provide courses accessible by students who are not in the Computer Science curriculum,

» To insure that Computer Science student&eastrong foundation upon which to base
advanced course avk in computer science and INFOSEC,

» To involve students in ongoing research and technologgldement dbrts associated with
computer security and INFOSEC, and

» To enhance students’ laboratorperience through the hands-on use of secure systems,

» To heighten wareness of security issues with non-computer science majors, such as those
studying management or procurement.

2.3.1 NPS CISR Curriculum Philosophy

To teach computer security, an accurate definition of the subject is needed. At the most general
level, security pertains to access either to computational resources or to information in a computer
system. Access to computational resources can be denied to legitimate users through the
disruption of service, theft, or merely too little processing power or bandwidth for the amount of
computation required. In contrast, information is vulnerable to unauthorized modification or
disclosure. Access to information is controlled to prevent unauthorized modification and
disclosure. Thus we have a triad of INFOSEC objectives:

» Availability: to ensure that information and/or resources are not being withheld in an unautho-
rized manner

» Confidentiality: to ensure that information is not disclosed in an unauthorized manner
* Integrity: to ensure that information is not modified in an unauthorized manner

It is important to clearly separate problems in availability from those associated with
confidentiality and integrity. For availability, we wish to ensure access to a resource, whereas, for



the other two, we wish to permit only authorized parties access to information. Students learn that
availability is subjective, what is sufficient access to resources for one individual may be
inadequate for another. Thus it is difficult to express an availability policy. In contrast
confidentiality and integrity can be precisely defined and it is possible to know when a system has
provided the necessary and sufficient mechanism to support either a confidentiality or an integrity
policy, or both.

In terms of content, we believe that it is essential that students understand the fundamental
concepts behind risk avoidance as articulated in the Reference Monitor Concept [4]. This
encompasses a notion of completeness that is absent from more intuitive and/or ad hoc
approaches to computer security. The idea that a policy enforcement mechanism is aways
invoked, cannot be modified by unauthorized individuals, and is inspectable so that one can
assess whether or not it works correctly is applicable over a broad range of security policies and
mechanisms. This requires systematic presentation of the principles of computer security and a
corresponding engineering discipline. The feasibility of designing systems which are less
susceptible to recurrent cycles of penetrations and patches [17] can be described and
demonstrated.

In addition, our students must know how to function in the real world, where risk management
techniques are employed [1]. The practical nature of these approaches make them attractive in
situations where more complete systems are not in place. (Note that we are making a distinction
between the study of these protection functions and system maintenance.) |ssues associated with
the incremental achievement of security objectives must be addressed.

Topics have been identified which we believe should be covered in an INFOSEC education
program. Our position as a DoD university is reflected in some of these subjects, however, most
are universal. They include, in no particular order: Risk Anaysis, Disaster Recovery, Access
Controls and Authentication, System Maintenance, Cryptography, Emanations Security, Audit
Management, Protocols, Key Management, Configuration Management and Backups, Privacy
Issues, User Monitoring, Personnel Issues, Physical Security. Additiona topics are covered as
needed. Coverage in the introductory survey courses, by necessity, must be broad rather than
deep, but the survey must provide sufficient technical depth to serve as a springboard for
progressing to advanced studies.

2.4 Lab Requirements

The ultimate objective of al INFOSEC studies is to improve security in real systems. Thus,
practical laboratory experience is crucia for an effective INFOSEC program. Laboratory
exercises in the form of tutorials and projects help to reinforce and extend concepts conveyed in
lectures as well as help prepare students for effective thesis research.

Most NPS CISR courses include a lab component. As existing courses are refined and new ones
developed, corresponding lab exercises are prepared or updated. An objective of the NPS CISR
program is to allow students to understand the kinds of technologies that are available to solve
current computer security problems and to consider potential future technologies. Students are
given first-hand experience in using a variety of trusted systems and explore topics in security
policy enforcement, security technology for database systems, monolithic and networked trusted
computing techniques, and tools to support the development of trusted systems.



3INFOSEC Curriculum

The INFOSEC courses for computer science studentsisintegrated as a specialization track within

the core computer science curriculum. The course matrix for the track is shown in Table 1.

Table 1. Computer Security Track of NPS Computer Science Curriculum.

1st Quarter | 2970 (3-2) | CS3010(4-0) | MA-3025(5-1) | MA-3030 (5-1)
(Fall or Object-Orient- | Computing Logic and Intro. to Com-
. ed Devices and Discrete binatorics &
Spring) Programming 1 | Systems Mathematics Its Applications
2nd Quar- | CS-2972(3-2) CS3200(3-2) | CS-3601 (4-0)
ter Object-Orient- | CS-3300 (3-2) Introductionto | Theory of For-
(Winter or | ed Data Structures | Computer mal Languages
Summer) Programming 2 Architecture & Automata
CS-3701 (3-2) . CS-4900 (2-0)
3rd Quarter | Object-Orient- | CS-3650 (4-0) ﬁ]f; ggggs’na CS3460 (3-1) | Research
(Springor | ed Theory of Computer Software Seminar in
Fall) Programming Algorithms b Methodol ogy Computer Sci-
. Security
in C++ ence
4th Quarter | CS3310(40) | CS3320(31) | Cs3480(32) | oot @O |
(Summer or | Artificia Database Sys- | Operating Sys- Progranpﬂmi ng
Winter) Intelligence tems tems L anguages
5th Quarter | $902(4-0) - § CS365L(4-0)  § o 15y 30y | cs3670 (3-2)
Computer and Computability
(Fall or : Secure Systems | Management of
. Communica Theory and Secure Systems
Spring) tions Networks §| Complexity
CS 4203 (3-2) CS4605 (3-1) J CS4112 (3-2)
S Quarter Interactive . Policies, Mod- Distributed
(Winter or ) Thesis .
Sy Computation elsand Formal | Operating
mmer) Systems Methods Systems
Note: Interna-
7th Quarter NS-3252 (4-0) €S4602 (4-0) | 1oy tional students
: Joint & Mari- . Adv. Computer )
(Spring or : : Thesis . Requirement replace NS
time Strategic Security (Data .
Fall) Plannin base Security) 3252 with IT-
9 y 1500.
CS4614 (3-1) | CS 3690 (4-0)
1) (QUEITEES . . Advanced Top- | App. Info. Sec.
(Summer or | Thesis Thesis L
Wint icsinComputer § Systems (Net-
inter) Security work Security)
Bold Outline indicates courses specifically required for the Computer Security Track
Thetrack requirement in the seventh quarter isdetermined as appropriate based on thethesis
research and interests of the individual student.




3.0.1 Introduction to Computer Security

Two courses, Introduction to Computer Security and Management of Secure Systems, provide an
overview of INFOSEC principles and techniques described in section 2.3 . The two courses
review both the conceptually complete and more intuitive approaches to INFOSEC. These
provide the students with an appreciation of both foundational concepts and current practice in
computer security.
Introduction to Computer Security was the first course offered at NPS. Over time, we have made
significant changes to the NPS CISR flagship course, Introduction to Computer Security. When
initially offered, it was an upper level graduate course and had daunting prerequisites: data
structures, software system design, networks, databases, and software methodology. It included
many of the topics now covered by the two current courses, Introduction to Computer Security
and Management of Secure Systems. The original course skimmed many topics, but there was
still insufficient time to survey all areas of computer security deemed important. Therefore, we
decided to create two courses: one on the principles and underlying mechanisms for system
security and the other on practical aspects of structuring and maintaining secure systems. In 1995,
Introduction to Computer Security was modified to be an intermediate rather than an upper-level
graduate course. Several benefits accrue from this change. With fewer prerequisites, the course is
accessible by a much larger population of NPS students. This results in an increased number of
DoD personnel having taken a graduate-level INFOSEC course. In addition, it may be taken
much earlier in each students’ course of study. Thus students are “sensitized” to INFOSEC issues
early. For computer science students, this means that they will have a better appreciation of how
various areas of computer science such as operating systems, software engineering, and many of
the more formal courses contribute to system security. For students in other curricula, this early
overview of INFOSEC concepts permits them to understand how these ideas are applicable
within their own discipline and affords them the opportunity to take more advanced INFOSEC
courses as electives.
The second major change to Introduction to Computer Security was the inclusion of extensive
laboratory materials to accompany lectures. Although there were occasional demonstrations in
class, the course was originally presented with no laboratory component. Now we have developed
a set of laboratory exercises and tutorials which complement lecture material. Topics include:
passwords, discretionary access controls, mandatory access controls, and use of Pretty Good
Privacy (PGP). Student feedback has been very positive as these exercises help to reinforce
concepts discussed in lectures and give concrete examples of security implementations. In
addition, students become familiar with a range of trusted products and security enhancements to
untrusted systems. These include Sun’s Trusted Solaris and Wang Federal's XTS 300 system.
The course has been organized into eleven one-week units designed as a logical progression in
INFOSEC principles. The prerequisites are: an introductory course on computer organization. It
consists of three hours of lecture and two hours of laboratory work per week. We usually give
three exams of equal weight during the course and collect approximately six homework and
laboratory assignments. The catalog description is quoted here:
This course is concerned with fundamental principles of computer and communications

security for modern monolithic and distributed systems. It covers privacy concerns, data

secrecy and integrity issues, aswell as DoD security policy. Security mechanisms introduced

will include access mediation, cryptography, authentication protocols, and multilevel secure

systems. Students will be introduced to a broad range of security concerns including both



environmental as well as computational security. Laboratory facilities will be used to
introduce students to a variety of security-related technologies including, discretionary
access controls in Class C2 systems, mandatory access controls in both low and high
assurance systems, identification and authentication protocols, the use of cryptography in
distributed systems, and database technology in trusted systems.

With few books to choose from as texts, we elected to use a book that would give an overview of
thefield [15] and to provide an extensive set of other materials for assigned readings. Because the
book had no homework problems, we had to devise all homework sets ourselves. Below is a brief
outline of the topics covered in the NPS CISR version of Introduction to Computer Security. The
references are to the supplementary reading assigned for each topic. One of the articles [7] is
assigned over several weeks, because it covers a number of topics.

Introduction to Computer Security- Definition, laws, historical perspective.
Access Contral | - Policies, Identification and Authentication, Discretionary Access Control

[7]
Access Control 11 - Mandatory Access Control and Supporting Policies [7]

Building Secure Systems | - Design and |mplementation concepts that support assurance [ 3]
Malicious Software and Intrusion Detection - Trojan Horses, viruses, worms, detecting attacks.

[9]

Certification and Accreditation, Disaster Planning and Recovery, and Risk Analysis - certifica
tion and
accreditation issues [2]

Cryptography basics - private key, public key, and hashing schemes

Cryptographic protocols - key management, voting, digital cash, secret sharing, one time pass-
word
generation, Digital Signature Standard and Clipper. [10] [19] [21]

Network Security - special considerations, combining access control and cryptography. [7]
Network Security in Today’s Environment - TCP/IP, Internet and firewalls[5] [8] [20]
Building Secure Systems |1 - System evaluation issues [18] [13]

Like the subject it surveys, Introduction to Computer Security is dynamic. Each quarter we
review the topics covered as well as the readings to ensure that they remain current and pertinent.
We hope that this description of our course will encourage the interested reader to review the
course notes which have been included as an appendix and to read some of the articles that we
believe are useful supplements to the book.
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